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Penetration testing is the structured practice of assessing computer systems,

networks, and digital environments for weaknesses before malicious actors

discover them. In academic and professional security �elds, penetration testing

(often shortened to 'pentesting') serves as a controlled method for evaluating the

e�ectiveness of defenses, policies, and con�gurations.

*To do your own penetration testing, go to thekacyber.com

and click on DIY Cyber
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Arti�cial intelligence now plays a signi�cant role in

cybersecurity education and professional work�ows. AI tools

can interpret complex outputs, organize �ndings, and help

students synthesize large amounts of information. This

textbook integrates structured prompting frameworks—such as

APE, RACE, and COAST—into the learning experience to help

students think critically and communicate clearly.
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In this chapter, we examine how structured prompting

frameworks enhance analytical depth and accuracy.

Frameworks like APE (Action, Purpose, Expectation) train

students to communicate their needs clearly. RACE (Role,

Action, Context, Expectation) helps guide AI into

appropriate expert roles. Others, such as PEARL, CLEAR,

and DEEP, support iterative thinking, evaluation, and self-

correction.
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Students often struggle with vague

prompts or unclear questions. By

learning to structure requests,

students not only improve AI output

quality but also strengthen their own

analytical habits, mirroring the

structured reasoning expected in

higher education.
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Reconnaissance is the �rst and most fundamental phase of penetration testing. It

consists of passive and active methods of gathering information about a target.

Passive reconnaissance includes techniques that do not directly interact with the

target, such as analyzing domain ownership or DNS records. Active reconnaissance

involves sending controlled tra�c to the target to observe responses, such as

scanning for open ports.
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Two essential tools covered in this course are whois and nslookup. Whois queries

allow students to review domain registration data, including ownership, hosting

providers, and administrative contacts. Nslookup provides a window into DNS

structures, allowing exploration of A records, MX records, and nameservers.



Page 14

Penetration Testing

07

Chapter 4 — Active
Reconnaissance
with Nmap



Page 15

Penetration Testing

Active reconnaissance includes sending packets to a target to gather deeper

information. Nmap is the premier scanning tool used in the �eld and in academic

cybersecurity research. Students learn how to perform basic scans, full port

sweeps, service enumeration, and OS detection. Each of these techniques

provides critical insight into the structure and security posture of a target system.
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Nmap outputs can be large and complex, making them ideal candidates for AI-

assisted interpretation. Using frameworks such as DEEP (Data, Exploration,

Execution, Presentation), students learn how to guide AI to break down scan

results, identify patterns, and propose attack vectors.
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Real-world penetration testing

requires combining multiple sources of

information into a coherent narrative.

AI becomes a collaborative partner in

this work�ow, helping synthesize

domain data, DNS �ndings, and port

scan results. Students learn how to

produce structured, academically

rigorous reports using SPICE and

TRACE frameworks to document

�ndings, risks, and next steps.
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The culminating assignment in this

textbook requires students to conduct

a full reconnaissance cycle on an

approved safe target. Students will

gather passive and active data, analyze

results using AI prompting

frameworks, and prepare a formal

academic-style penetration testing

reconnaissance report. This exercise

develops both technical and analytical

writing skills essential to cybersecurity

careers.
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By mastering both traditional reconnaissance tools and

modern AI prompting frameworks, students position

themselves at the forefront of cybersecurity innovation.

This textbook aims to cultivate both technical

competence and analytical reasoning, preparing learners

to excel in academic, corporate, and governmental

security environments.



Penetration...

"Penetration Testing" is an essential guide for aspiring cybersecurity

professionals, detailing the structured practice of assessing computer systems

and networks for vulnerabilities. This book emphasizes the integration of

arti�cial intelligence into penetration testing, providing frameworks that

enhance analytical skills and improve the e�ectiveness of reconnaissance

techniques. Through hands-on exercises and academic rigor, readers will

develop the technical competence and critical thinking necessary to thrive in

the ever-evolving �eld of cybersecurity.


